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Age Assurance: Call for evidence. 

Thank you for the opportunity to contribute to your policy development in this field. 
 
We have completed a response to the 19 questions raised in your template below, but first by 
way of background, we submit the following. 
 
We test that identity and age check systems work.  
 
As an independent, UKAS accredited conformity assessment body, our role is to put the various 
types of age assurance systems and processes through standards-based assessment and provide 
certificates of conformity to those standards. 
 
When we established the Age Check Certification Scheme in 2018, we undertook to introduce 
the process of conformity assessment to this rapidly emerging sector. Although BSI PAS 
1296:2018 – Code of Practice for Online Age Checking had just been published, we were, in 
effect, entering virgin territory with no established test methodologies, little regulatory 
oversight, no international standards and untried and untested products and services already 
on the market. 
 
Our approach was, if we’re going to do this, we do it properly. So we set about establishing a 
fully accredited certification scheme, through ISO 17065:2012 – the international standard for 
conformity assessment.  
 
Importantly, we also immediately recognised the importance of data privacy and security and 
the critical importance that our certification covered data protection. As such, we approached 
the Information Commissioner’s Office (ICO) with a view to gaining formal approval of our 
certification criteria. We were delighted to become the first ever scheme to have our criteria 
approved by the ICO in accordance with your tasks and powers under Articles 57(1)(n) and 
58(3)(f) pursuant to Article 42(5) of the UK General Data Protection Regulation. Not only were 
we the first in the UK to achieve this, we’re also the first across the equivalent powers contained 
in EU GDPR.  
 
We have done this both for: 
 

- ACCS 2:2021 – Technical Requirements for Data Protection and Privacy; and 

https://www.accscheme.com/
https://shop.bsigroup.com/products/online-age-checking-provision-and-use-of-online-age-check-services-code-of-practice/standard
https://shop.bsigroup.com/products/online-age-checking-provision-and-use-of-online-age-check-services-code-of-practice/standard
https://www.iso.org/standard/46568.html
https://ico.org.uk/for-organisations/age-check-certification-scheme-accs/
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- ACCS 3:2021 – Technical Requirements for Age Appropriate Design for Information 
Society Services 

 
We do not provide age verification services. Instead, we test that such systems actually work. 
We have developed with a series of standards that we now submit as evidence in your review. 
We can, of course, discuss these in more detail with you. 
 
The five standards are: 
 

• ACCS 0:2021 – General Scheme Rules. These cover the approach to certification, dealing 
with complaints and appeals, the establishment of impartiality and provisions about 
confidentiality. They apply to all scheme clients. These Rules set out the manner in 
which the scheme applies ISO 17065:2012 – Requirements for Conformity Assessment 
Bodies. 
 

• ACCS 1:2020 – Technical Requirements for Age Estimation Technologies. These address 
the emerging technologies, principally based on artificial intelligence relating to the 
estimation of age from appearance, such as facial analysis (not recognition). These are 
the first such standards developed anywhere in the world and seek to apply statistical 
techniques to ensure that age estimation tools are demonstrably fit for purpose. 

 
• ACCS 2:2021 – Technical Requirements for Data Protection and Privacy. These address 

the critical importance of effective and trusted data protection for processing related to 
age verification or age assurance services. These are the first ever set of technical 
requirements to be approved under Article 42 of the General Data Protection Regulation 
in the UK.  
 

• ACCS 3:2021 – Technical Requirements for Age Appropriate Design. These criteria are 
also approved under Article 42 of UK GDPR, but are specifically aimed at clients being 
able to demonstrate effective evidence of conformity for information society services 
under the ICO’s Children’s Code. 
 

• ACCS 4:2020 – Technical Requirements for Age Check Services. These criteria apply 
BSI’s PAS 1296:2018 – the internationally recognised code of practice for age checking 
services. The requirements apply auditable and certifiable criteria to the code, leading to 
the ability for them to be accredited. 

 
As is clear from the dates shown above, these are all relatively recent developments in a rapidly 
evolving landscape. You will be pleased to know, therefore, that in addition to engaging with 
you on your plans, we continue to engage with international standards development for age 
assurance services: 
 

• We are closely involved with the EU Consent Programme (our CEO is the Deputy 
Programme Director) funded by the European Union that is seeking to establish age 
verification and parental consent processes and regulatory eco system across the EU. 
This includes a substantial amount of academic research that we believe would 
significantly assist your analysis. We can provide that in more depth for you or there is 
more information about it on the website link above. 
 

• We are also closely involved with ISO/IEC PWI 7732 – Age Assurance Systems. This is 
seeking to establish an international standard for the provision of age assurance 
systems – in particular – seeking to characterise and standardise different levels of age 
assurance (zero, basic, standard, enhanced and strict). We have provided for you the 

https://ico.org.uk/for-organisations/age-appropriate-design-certification-scheme-aadcs/
https://ico.org.uk/for-organisations/age-appropriate-design-certification-scheme-aadcs/
https://www.accscheme.com/media/exsd1u45/accs-0-2020-general-scheme-rules.pdf
https://www.accscheme.com/media/inahwyup/accs-1-2020-technical-requirements-for-age-estimation-technologies.pdf
https://www.accscheme.com/media/nzwb3gpz/accs-2-2021-technical-requirements-for-data-protection-and-privacy-280621.pdf
https://www.accscheme.com/media/qqxk0051/accs-3-2021-technical-requirements-for-age-appropriate-design-for-iss-280621v2.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/
https://www.accscheme.com/media/ppqeviaz/accs-4-2020-technical-requirements-for-age-check-systems.pdf
https://shop.bsigroup.com/ProductDetail?pid=000000000030328409
https://euconsent.eu/
https://euconsent.eu/download/iso-working-draft-age-assurance-systems-standard/
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current working draft for your evidence, but I would underline the fact that this is very 
much a working document that will evolve substantially in the short term, so before 
referring to it in any publication of a response to your call, I would strongly urge you to 
get back in touch to find the latest status of that project. 
 

• Our CEO is also the chair of the UK Government’s Expert Panel on Age Restrictions, who 
have been exploring the issues considered in your call for evidence in some detail over 
the previous 2 years. There is more information about the work of the Panel on KHUB 
(you will need to create a free account to access it, but thereafter all of the information is 
open and publicly available). 

 
 
We are happy to contribute further to your call for evidence and as you take your proposals 
forward. There is a vast amount of supporting materials that we are able to provide and we 
would be happy to work with your team on identifying what is needed. 
 
As a note, we are a certification body accredited under ISO 17065. Our activities are 
undertaken impartially and confidentially. Clause 4.5.1 requires us to treat all 
information obtained about clients’ systems as proprietary information and kept 
confidential. This, therefore, limits the information that we can share in our response 
and make public. 

Age Estimation 
 
1. Please submit any evidence related to the technical feasibility of existing or proposed 
age estimation approaches. 
 
 
We believe that it is technically feasible and operationally effective to have machine-learning and 
artificial intelligence driven age estimation engines. We have now tested and certified some of 
these systems in accordance with ACCS 1:2020 (see above) and, in most cases, they have met the 
stringent standards set out in those requirements. 
 
Broadly, we would categorise the types of age estimation techniques as: 
 

a) Face analysis – this is utilising anthropometric features of the face to carry out 
probabilistic analysis of the likely age of the person. We are careful to distinguish this 
from face recognition technology (FRT). In the vast majority of systems that have been 
submitted for test, the age analysis function is not attempting to recognise the face or 
match the face to a pre-determined face database. For a good synopsis of facial analysis 
age estimation, see Angulu, R., Tapamo, J.R. & Adewumi, A.O. Age estimation via face 
images: a survey. J Image Video Proc. 2018, 42 (2018). 
 

b) Voice print analysis – we have seen this utilised in conjunction with face analysis, but not 
on its own. A voice print can assist with both secondary data points for analysis, with 
liveness detection (i.e. discovering if the presentation is from a live human being) or the 
creation of movement in the detection – thus increasing the number of data points for 
analysis. Research by scientists at the University of Malaya in 2014 indicated that age 
estimation accuracy for voice print analysis putting children into age groups was at 
around 55%.  
 

https://www.khub.net/group/expert-panel-age-restrictions/group-home
https://jivp-eurasipjournals.springeropen.com/articles/10.1186/s13640-018-0278-6
https://jivp-eurasipjournals.springeropen.com/articles/10.1186/s13640-018-0278-6
https://downloads.hindawi.com/journals/tswj/2014/534064.pdf
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c) Hand geometry – we have seen this at a theoretical stage, but have not yet seen an active 
deployment of it in the market place. Broadly speaking, the span, measurement and touch 
points on an interactive screen of hand-based modalities are indicators of the age of a 
person – particularly a young person that is still growing. We see hand geometry as being 
a particularly useful – in game – application for protection mechanisms under the 
Children’s Code. It is, in particular, highly privacy protecting. The lack of deployment of it 
so far is probably because it is less useful for adult age estimation (post-growing stage) 
and thus not particularly relevant to 18+ age gateways where most of the market based 
solutions have focussed their attention. The hand-based modalities could also extend to 
finger prints and finger or hand vein analysis. We have also seen evidence of age 
assessment of hand geometry using radiography, but the high cost of the radiography 
equipment and associated risks outside a medical setting, would make this unlikely as a 
commercial product. 
 

d) Cognitive ability – scientists have long established that an individual’s cognitive ability 
relates to age. This is to do with the mechanisms of how people learn, remember, 
problem-solve, and pay attention, rather than with actual knowledge. Although the 
distinction becomes less clear with time, the scientific evidence suggests that it does 
continue into adulthood. An example of research in this field, but there are many more, is 
Elise Whitley, Ian J. Deary, Stuart J. Ritchie, G. David Batty, Meena Kumari, Michaela 
Benzeval: Variations in cognitive abilities across the life course. 
 

e) Social proofing (or crowd proofing) – we have seen a small number of attempts at systems 
or processes that work through social proofing, but we have not yet seen any that have 
convinced our certification officers that they are sufficiently robust to be reliable. Broadly 
speaking, the concept of social proofing is that you can estimate a person’s age by the 
company that they keep (either online or offline – but this is particularly considered for 
online deployments). You potentially could also consider the types of things that they 
‘like’ or correspond with. The levels of confidence in the sources of social proof could be 
based on their likes, behaviours, social norms, behaviours or activities. This crowd 
attestation can enable age estimation of the primary individual. In July 2021, Facebook 
(now Meta) announced that it intended to deploy artificial intelligence social proofing 
techniques to estimate the real age of its users.  
 

f) General knowledge skills – we have seen attempts at basing age estimation on general 
knowledge skills, but none that are used in reality except for fun. In theory, answering a 
series of questions in rapid-fire technique, may provide an estimated indication of the 
minimum age that the user is – so for example – showing a picture of Tony Blair and asking 
the user to quickly identify him may be indicative that the person answering is at least 10 
or 12 years old. Show a picture of Edward Heath and that may be indicative that the 
person answering is perhaps at least 40 or 50 years old. There are a few online games 
(like Quizly and Beano), but by reference to the comments fields, they do not appear to be 
very accurate. 
 

g) Longevity of identifying factors – we have tested systems that are able to find a first 
registration or transfer of a specific identity factor (such as an e-mail address for instance) 
and, from the date of that transfer, infer that the address (known as a fully qualified 
domain address (FQDA) by the Internet Engineering Task Force) and thus the holder has 
existed in time for a certain period. This enables an estimate to be made of their minimum 
age. Theoretically, this could also be applied to other factors but the uniqueness and 
electronic footprint of the FQDA makes it easier to search for. We have certified one 
system that can do this accurately. 
 

https://www.researchgate.net/publication/224083474_Comparing_verification_performance_of_kids_and_adults_for_Fingerprint_Palmprint_Hand-geometry_and_Digitprint_biometrics
https://pubmed.ncbi.nlm.nih.gov/28081518/
https://www.sciencedirect.com/science/article/pii/S0160289616302161
https://www.sciencedirect.com/science/article/pii/S0160289616302161
https://about.fb.com/news/2021/07/age-verification/
https://quizly.co/can-we-guess-your-age-general-knowledge/
https://www.beano.com/posts/can-we-guess-your-age
https://tools.ietf.org/html/rfc4702
https://tools.ietf.org/html/rfc4702
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h) Forensic anthropology – this is a long established method of age estimation, but is rarely 
used for commercial age assurance processes. It is used for crime detection, dealing with 
human remains, archaeology and in some cases, has been used to assess patients of 
unknown origin/age for consideration of medical treatments. 
 

i) Dentistry – the clinical examination of the eruption of teeth has for many years, been a 
primary age estimation technique deployed by immigration officers for the processing of 
asylum seekers and refugees that arrive without documents. See Manjunatha, B. S., & Soni, 
N. K. (2014). Estimation of age from development and eruption of teeth. Journal of forensic 
dental sciences, 6(2), 73–76. In recent years, local authorities have tended to defer to 
trained social worker assessments (known as ‘Merton Assessments’ – see k) below). 
 

j) Iris and Macular Degeneration – theoretically, cameras are able to spot and assess age-
related macular degeneration (AMD) in the eyes. For older adults, it is possible to track 
the journey from dry AMD to wet AMD and make age assessments based on the levels of 
evident degeneration. Whilst such technology may be useful for the assessment of older 
adults, its unlikely to be useful for children or young people and thus we consider that it 
is unlikely to have a commercial use case. 
 

k) Merton Assessments – these are assessments carried out in accordance with the 
requirements laid out by R (B) v Merton [2003] EWHC 1689 (Admin) - the young person’s 
appearance, demeanour, background and credibility. They are effectively age 
assessments conducted by human beings (albeit specially trained human beings). 
 

l) Appearance Assessment by Alcohol Retailers – the law (in England and Wales) places a 
duty on a person selling or supply alcohol to carry out an assessment of the purchaser 
with a view to determining whether or not they appear to be over the age of the policy set 
by the retailer (typically this is either 21 or 25) in order for them to be asked to present 
documentary proof of age (such as a Passport, Driving Licence or Proof of Age Standards 
Scheme (PASS) Card). Although not necessarily a technically enabled method of age 
estimation, it is worth noting that this is by far the most prevalent deployment of age 
estimation with millions of transactions every day being concluded by this approach. 

 
In our view, there is a significant difference between technical and scientific feasibility and 
likelihood of deployment. All of the above examples are technically and scientifically feasible. 
Some have been known about for decades and have been used for many years in age estimation 
processes. Not very many of them are commercially deployed though. That is more a factor of the 
commercial drivers that would cause private businesses to invest in making a solution that could 
be deployed in a commercial context. 
 
Before the Children’s Code, there was little or no regulatory driver to prompt information society 
services to seek to categorise their users into age groups. Although the moral and social use case 
for doing so may be compelling, the commercial use case for doing so is limited and, in the absence 
of regulation, there is little evidence that providers of information society services are keen to 
invest in such technologies. Thus, there are a limited number of providers of such services in 
presently quite narrow use cases. 
 
We anticipate that will change as the Children’s Code becomes embedded. Not just in the UK, but 
across the European Union, the United States and many other developed countries. The 
importance of the protection of children from online harm is driving a change in behaviour, 
culture, acceptable practice and available resources.  
 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4130020/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4130020/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4130020/
https://www.nhs.uk/conditions/age-related-macular-degeneration-amd/
https://www.nhs.uk/conditions/age-related-macular-degeneration-amd/
http://www.bailii.org/ew/cases/EWHC/Admin/2003/1689.html
https://www.legislation.gov.uk/uksi/2010/860/contents/made
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The absolute focus of attention now for providers is ‘how to achieve age assurance without 
introducing friction in the user experience, reducing the utility of the system or inadvertently 
restricting the rights and freedoms of children and young people (or for that matter adults) in a 
digital world.’ 
 
As such, we submit that all of the options listed above are technically feasible, but we are far less 
convinced that some of them are commercially feasible. This limitation is driven by a few factors: 
 

a) Cost – some of these techniques are expensive to deploy, require specialist skill, 
knowledge and background. Some require specialist equipment or purpose-built medical 
environments. 

b) Scale – some of these techniques are very difficult to deliver at scale. 
c) User Experience – some of these techniques will require significant actions by the users 

which will interrupt the flow of their online user experience. 
d) Privacy Concerns – users are becoming increasingly concerned about privacy, the 

creation of digital footprints and the misuse, loss or insecure use of data. 
 
 
2. Please submit any evidence of the effectiveness of existing age estimation approaches, 
including the precision, accuracy and confidence levels. 
 
 
We have tested a range of age estimation systems. 
 
As a note, we are a certification body accredited under ISO 17065. Our activities are 
undertaken impartially and confidentially. Clause 4.5.1 requires us to treat all 
information obtained about clients’ systems as proprietary information and kept 
confidential. This, therefore, limits the information that we can share in our response 
and make public. 
 
Our clients are free to make the results of our testing publicly available should they wish to do so 
and some of them may well have submitted evidence to you directly. At this stage, we have not 
carried out any cross-sector comparative analysis, but we would be willing to work with the ICO 
and our clients to enable that to happen. We are probably the best placed to actually have access 
to the information needed for this. Nevertheless, we do make publicly available an executive 
summary of the testing that we have undertaken for age estimation approaches on our registry. 
 
The low number of genuine providers of age estimation technology in the market place could 
make a comparative analysis difficult without disclosing (or significantly inferring) the identity 
of the individual providers. We would caution against this as it may (a) create an unfair league 
table of providers; (b) damage the reputation of providers that are investing in a rapidly 
developing technology; (c) cause unfair analysis across multiple methods of age estimation, some 
of which are not deployed in individual use cases, but more likely form a collation of multiple 
methods to reach a level of confidence in the results presented to relying parties. 
 
We provide two examples of certifications as published in the executive summaries of our testing 
published on our registry: 
 
Innovative Technology Ltd: 
 
Headlines:  

1. The test for the device version, ICU v1049 March release was conducted on the 29th of 
March 2021.  

https://www.accscheme.com/registry
https://www.accscheme.com/media/pqpl0pjx/accs-operational-acceptance-test-innovative-tech-device-6bee7fa940-v-1049-march-2021-executive-summary.pdf
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2. The System is fit for deployment in a Challenge 25 policy area and is at least 98.85% 
reliable. The system is sufficiently accurate to be deployed in a Challenge 25 policy area.  

3. This would indicate that the system may not work as intended for between zero and 12 
out of every 1000 presentations.  

4. The Mean Predicted Age for the whole test crew is 18.02 against a Mean Actual Age of 
18.21. It is, therefore, on average, underestimating age by 0.19 years.  

5. The Mean Absolute Error is 1.22 years which is within acceptable parameters for 
Challenge 25.  

6. The number of results above the upper tolerance level (Age 23) are within acceptable 
parameters, however the standard deviation value of 1.46 indicates a broad spread of 
results.  

7. None of the results were above the absolute tolerance level (Age 25).  
8. The system is broadly compliant with a Challenge 25 policy. 

 
Yoti Limited 
 
Headlines: 
 

1. The System is fit for deployment in a Challenge 25 policy area and is at least 98.89% 
reliable.  

2. This would indicate that the system may not work as intended for between zero and 11 
out of every 1000 presentations.  

3. The Mean Predicted Age for the whole test crew is 16.99 against a Mean Actual Age of 
18.25. It is, therefore, on average, underestimating age by 1.26 years.  

4. The Mean Absolute Error is 1.79 years which is within acceptable parameters.  
5. The number of results above the upper tolerance level (Age 23) are within acceptable 

parameters indicating that the standard deviation of results is within acceptable 
parameters.  

6. None of the results were above the absolute tolerance level (Age 25).  
7. In order to achieve a conforming product, results presented by the Yoti Estimation System 

with an uncertainty exceeding 4.6 years need to be excluded. If all results without that 
performance throttling are taken into account, the product is only fit for deployment in a 
Challenge 28 policy. 

 
We also note that Yoti have published a White Paper in October 2021 which sets out in detail their 
internal testing and performance of their age estimation system. 
 
 
 
3. Please submit any evidence of approaches to age estimation that can ensure fairness, 
without discrimination or algorithmic bias. 
 
 
None of the vendors of age estimation technologies have yet submitted their systems for 
assessment of absence of discrimination or algorithmic bias. In the preparation of ACCS 1:2020, 
we engaged with the Equalities and Human Rights Commission, along with other partners and set 
a threshold of outcome error parity being within +/- 0.25 years of the median point across the 
protected characteristics. It was felt by EHRC, that such a level would be considered to be 
sufficiently negligible to be considered compliant with Equalities Duties. 
 
It could be inferred that none of the current vendors yet feel confident enough that their systems 
are capable of meeting that threshold for outcome error parity and, as such, have not yet 
submitted their systems for assessment. 

https://www.accscheme.com/media/2ntishhf/age-estimation-results-executive-summary.pdf
https://www.yoti.com/resources/yoti-age-white-paper/
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We can state that, in a recent vendor technical assessment process undertaken for a private 
company procurement process, one age assurance provider did, in fact, meet this threshold for 
outcome error parity (another did not), so from that we could assume that vendors are getting 
closer to being able to achieve this and may, in due course, submit their systems for assessment. 
 
With regard to skin tone discrimination, there are two separate (but related) considerations that 
developers need to consider: 
 

a) Bias in training data – it is a known phenomenon that historically, the training data 
available for AI is itself biased – particularly towards lighter skin tones. This is resolved 
by continually growing the training data set and making sure that it remains 
representative of populations. As AI is evolving, the bias in training data is diminishing, 
but it is still there as (for instance) highlighted by Yoti’s White Paper at page 25. 

b) Properties of light – this is more of a natural phenomenon that, in physics, less light 
reflects from a dark surface than a light surface due to the impact of absorption, reflection 
and transmission. This means that the capture device (the mobile phone camera for 
instance) is receiving less data finding it harder to distinguish anthropometric features 
from darker surfaces. This can be addressed through increasing the ambient light on the 
subject or through using a wider range of wavelengths (such as infrared or ultraviolet), 
but nevertheless cause a practical difficulty which in turn can lead to bias. 

 
It is also important to consider the implications of correction bias in continuous machine learning 
deployments. Correction bias is where an algorithm is programmed (deliberately) to correct a 
bias (such as skin tone) by taking different measurement parameters for the subject if (say) 
presented with darker skin tones. The correction bias has the effect of reducing the outcome error 
disparity between skin tones; but it introduces a deliberate bias. As the machine learns more 
about handling darker skin tones, the correction bias can, in fact, cause the disparity to increase 
in the other direction (an ‘over-correction’). 
 
Bias is not confined to machines. Arguably, human experience over many years has demonstrated 
substantial discriminatory bias by human beings and many would argue that machines are 
actually far less biased (despite the training data and properties of light) than human beings 
undertaking the same task. This article in the Irish Times last year discussed that in more detail. 
 
4. What do you consider to be the most appropriate and accurate measures, including 
real-world measures to assess the effectiveness of age estimation approaches? 
 
 
There are multiple aspects to undertaking real world assessment of age estimation technologies. 
 
In 2020, we worked with Chartered Statisticians from Select Statistics Ltd to explore methods for 
the measurement of age assurance systems. The challenge presented was focussed on how to 
secure that the age estimation system was capable of determining that a person aged 18 was not 
being returned as above the ‘challenge age’ set in age verification policies under the Licensing Act 
Mandatory Conditions (typically 21 or 25). 
 
We fully accept that methodologies for assessment of age estimation technologies will continue 
to emerge, but prior to us developing ACCS 1:2020, it had never been written down in a viable 
test protocol. We see plenty of opportunity to build and improve on this as understanding of age 
estimation as AI error and bias develops. 
 
First, we approach the scale of sampling needed to be able to deliver reliable results of testing. 

https://www.irishtimes.com/culture/who-is-more-racist-sexist-and-biased-you-or-your-computer-1.4408555
https://select-statistics.co.uk/
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Bayes Success-Run Theorem 
 
The primary aim of the testing procedure is to ensure that the Age Estimation Technology does 
not assess a real-life person aged near to the nominal age as being over the challenge age. This 
would be deemed as a failure of the technology.  
 
Since it is not possible to test that the technology has a 0% failure rate using a sampling approach, 
we determine an appropriate risk-based sample size using the Bayes Success-Run Theorem. 
 
By using the Bayes Success-Run Theorem to calculate a sample size, it is possible to make a 
confidence statement about the rate at which the Age Estimation Technology will meet the critical 
test, conditional on there being no failures in the samples presented. This rate represents the 
reliability of the technology; it is the proportion of times that the technology will perform 
satisfactorily when used correctly (i.e., not assess a person aged between 16 and 19 years as being 
over the challenge age).  
 
For example, if both the confidence is set at 95% and reliability 99% and the appropriate sample 
is found to be failure free, it is estimated with 95% confidence that the technology will function 
satisfactorily 99% of the time. We can also interpret this in terms of a failure rate; a reliability of 
99% means that the failure rate of the technology is estimated to be between 0 and 1% with 95% 
confidence. 
 
The formula for the sample size calculation is as follows: 
 
N = ln(1-C)/ln(R) 
 
where C represents the confidence level, R the reliability and ln the natural logarithm. In the table 
below, we present the sample sizes required for a range of reliability levels. 
 

Confidence 
(C) 

Reliability 
(R) 

Failure Rate Sample Size 
(N) 

95% 99% 0 – 1% (1 in 100) 299 
99.9% 0 – 0.1% (1 in 1,000) 2,995 
99.99% 0 – 0.01% (1 in 10,000) 29,956 
99.999% 0 – 0.001% (1 in 100,000) 299,572 
99.9999% 0 – 0.0001% (1 in 1,000,000) 2,995,732 

  
The table above demonstrates that as the reliability increases towards 100%, the sample size 
becomes very large. In order to be able to demonstrate the exercise of reasonable precautions 
and due diligence, a reliability of 99.9% is considered a suitable level which balances an 
acceptable maximum failure rate with the practicalities of implementing the sample size. 
 
Analysis of True Age vs Estimated Age 
 
We present some examples of how utilising the presentation of ‘ground truthed’ images of 
individuals aged between 18 and 19 (the nominal age) can be reviewed for error in estimated age 
and how these would be considered to ‘PASS’ or ‘FAIL’ against the benchmarks set out in ACCS 
1:2020. 
 
 
 

https://en.wikipedia.org/wiki/Bayes%27_theorem
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Example 1: An age estimation system tested at a nominal age of 18 against a challenge age policy 
of 25 – comfortably conforming 
 

 
Checks of Conformity 
 

1. Both the mean absolute error (a measure of the average difference 
between the actual and predicted ages) and the mean age of the 
predictions (dashed black line) are within acceptable tolerances. 
 

 

2. There are fewer than 1 in 40 (or less than 2.5% of) test crew ages that 
have been estimated to be greater than the upper tolerance level (blue 
line). In fact, this product is comfortably conforming to this check as 
there are no results above this tolerance (the blue curve lies below the 
blue line). 
 

 

3. There are no results (on the blue curve) above the absolute tolerance 
level, therefore none of the test crew were predicted to be older than 25. 
  

 
Subject to also meeting the inherent bias tests set out below, this age estimation system would be 
fit for purpose for use in a ‘Challenge 25’ deployment where the nominal age (i.e. the age 
restriction in force) was 18. 
 

PASS  
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It is possible that an age estimation technology displaying the results in this graph would be 
sufficiently accurate to be certified at an even lower challenge age category than 25. 
 
 
 
 
 
 
 
 
Example 2 - An age estimation system tested at a nominal age of 18 against a challenge age policy 
of 25 – non-conforming – too many results above the absolute tolerance level 
 

 
 
Checks of Conformity 
 

1. Although the range of the predicted ages (the blue curve) is broader 
than example 1, the mean absolute error and the predicted mean 
age (black dashed line) are within acceptable tolerances, so these 
results conform with the first check. 
 

 

2. There are some, but no more than 1 in 40 (or less than 2.5% of) test 
crew ages that have been estimated to be above the upper tolerance 
level (blue line), so the results also conform with the second check. 
 

 

3. There are results that are above the absolute tolerance level, 
meaning some of the test crew were estimated to be older than 25. 
 
 

 

 
This age estimation system would not be fit for purpose for use in a ‘Challenge 25’ deployment 
where the nominal age (i.e. the age restriction in force) was 18, as check 3 did not conform. In 
order to conform, we would need to see all predicted ages within the absolute tolerance 
boundary.  

FAIL  
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Example 3 - An age estimation system tested at a nominal age of 18 against a challenge age policy 
of 25 - non conforming – too many results above the upper and absolute tolerance levels 
 

 
Checks of Conformity 
 

1. Although the range of age results is much broader than the previous 
two examples, the predicted mean age (black dashed line) and mean 
absolute errors remain within the acceptable tolerances so the 
results conform to the first check. 
 

 

2. There are more than 1 in 40 results (on the blue curve) above the 
upper tolerance level (blue line), meaning that over 2.5% of the test 
crew’s ages have been estimated to be over the upper tolerance level 
of 23. These results do not conform to the second check. 
 

 

3. There are results (on the blue curve) above the absolute tolerance 
level (red line) meaning that some of the test crew’s ages have been 
estimated to be over 25. Therefore, there is a significant risk that 
this product would indicate that a citizen of 18 was older than the 
challenge age of 25. 
 

 

This result demonstrates what this standard is testing. This product has a mean absolute error 
that is well within the acceptable tolerance. However, within that data, it has results that exceed 
both the upper tolerance level and the absolute tolerance level indicating that, if it were deployed 
for decisions at that challenge age, it would let people through that are at or near the nominal age. 
This presents an unacceptable risk of non-conformance with age restrictions legislation. 

FAIL  
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Example 4 - An age estimation system tested at a nominal age of 18 against a challenge age policy 
of 25 - non conforming – over-estimating the ages of the test crew 
 

 
 
Checks of Conformity 
 

1. The range of estimated age results (the blue curve) is much broader 
and older than the actual ages of the test crew (the red curve). 
Consequently, the mean absolute error and predicted mean age 
(dashed black line) are too high for the acceptable tolerances (solid 
black lines) and this is a non-conforming product. 
 

 

2. There are more than 1 in 40 results (greater than 2.5%) of the test 
crew ages that have been estimated to be greater than the upper 
tolerance level (blue line), indicating that the spread or range of the 
results is also too high to be a conforming product. 
 

 

3. There are no results (on the blue curve) above the absolute 
tolerance level (red line), meaning that the third check is passed. 
However, the failure of the other checks would mean that this 
product would fail overall. 
 
 

 

 
This result demonstrates why there are three aspects to the test. Whilst ostensibly, this product 
is demonstrating that all of the test subjects at the nominal age are being assessed as under the 

FAIL  
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challenge age (in this case, 25), on average the age estimation technology is significantly over 
estimating the age, making the deployment too risky. In addition, there are too many results 
above the upper tolerance level, meaning that the likelihood of a result above the challenge age 
was increased. 
 
Inherent Bias 
 
We have focussed on two particular biases – gender and skin tone. For skin tone, we have typically 
applied the Fitzpatrick Scale (a well-established and recognised methodology for cosmetics and 
photography) to grade skin tones (although we have grouped them into Skin Tone Type I/II (Light 
Skin); Skin Tone Type III/IV (Medium Skin); and Skin Tone Type V/VI (Dark Skin). 
 

 
 
The assessment of inherent bias is based on the following parameters: 
 

a) Classification or outcome error parity: the model is fair if protected groups receive an 
equal proportion of positive outcomes, or an equal proportion of errors. 

b ) Calibration: the model is well-calibrated if the predicted ages reflect the actual ages 
in real life. Equal calibration definitions of fairness say that a model should be equally 
calibrated between protected attribute groups. 

 
If none of the samples have been estimated to be equal to or above the absolute tolerance level, 
then it is fair to say that the samples exhibit an equal proportion of errors (or outcome error 
parity) across the protected characteristics. However, it is important to note that our confidence 
in the error rate will vary across the protected characteristics as the sample size for each 
individually varies. 
 
To investigate how well the model is calibrated, the average predicted age for a protected 
characteristic is compared with the average predicted age of the whole sample. 
Illustrative examples are provided below where the red curve represents the distribution of the 
predicted ages for the whole sample and the blue curve represents the distribution of the 
predicted ages for all the females in the sample. The dashed black lines represent the interval in 
which the average age of the females should lie in order to conform (within +/- 0.25 years of the 
mean predicted age of the whole sample). 
 
 
Example 5 - An age estimation system tested for gender bias - conforming – the mean results of 
both genders are broadly aligned and within acceptable tolerances 
 

PASS  

https://en.wikipedia.org/wiki/Fitzpatrick_scale
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Checks of Conformity 
 

1. The results for female predicted ages (the blue curve) are broadly 
similar to the results for the predicted ages across the whole sample 
(the blue curve) and the average age of the female samples does not 
differ by +/-0.25 years from the average of the whole sample. 
 

 

 
Example 6 - An age estimation system tested for gender bias – non conforming – the average age 
of the female samples is lower compared to the whole sample indicating an inherent bias 
 

 
 
Checks of Conformity 
 

1. The average predicted age of the female samples (the blue line) is 
more than 0.25 years less than the average predicted age of the 
whole sample (it lies below the dashed lines), indicating an inherent 
bias. 

 

 
Other Protected Characteristics 
 

FAIL  
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It is worth noting that there are other protected characteristics that could impact upon bias or 
discrimination. We do not presently test for these, but examples are: 
 

- Craniofacial disfigurement – it is possible that individuals that have out-of-norm 
disfigurement could be adversely affected by the facial analysis tools. 
 

- Hand deformities and disorders – Congenital hand deformities like Syndactyly (missing 
digits) and Polydactyly (the presence of more than 5 digits). Thumb radial deformities, 
Cleft Hands and Club Hands as well as missing or amputated limbs. 
 

- Cognitive impairment, including development impairment or learning disabilities (such 
as dyslexia or language processing disorders). 

 
There are also capture discriminations that are more to do with the practical deployment of the 
technology itself rather than the inherent efficacy of the age estimation technology. Nevertheless, 
these can have a significant impact on the efficacy in the real world.  
 
Deployment of an age estimation camera that is located such that it is not capable of capturing 
the face of a wheelchair user is an example of potential discriminatory use of the technology. 
 
The environment within which the capture device is located is also an important consideration. 
In particular the nature and quality of ambient lighting. We have already discussed the impact of 
the properties of light in our answer to question 3 above. Testing of the deployment of camera-
capture age estimation systems, should specifically take into account: 
 

- Glare – which occurs when one part of the visual field is much brighter than the average 
brightness to which the detection device is adapted. 
 

- Colour effects – different artificial light sources, or daylight under changing sky 
conditions, can negatively affect the detection device and cause variance in colour. 
 

- Monochromatic light sources – low-pressure sodium discharge lamps can stop colours 
being identifiable and affect the performance of the detection device. 
 

- Stroboscopic effects – occur when the subject appears to be stationary or moving in a 
different manner, confusing the detection device. 
 

- Flicker – is light modulation at lower frequencies (about 50 Hz or less) which can sensitise 
the detection device. It is especially detectable at the edges of the visual system’s field of 
view. 
 

- Veiling reflections – high luminance reflections (which may be sharp-edged or vague in 
outline) which overlay the detail of the subject and can affect detection device 
performance. 
 

- Infrared and ultraviolet radiation – some lamp designs produce significant emissions at 
infrared and ultraviolet wavelengths, affecting the detection device. 

 
 
Measurement Gaps – Biometric Age Estimation Dataset 
 
We recognise that there is a significant measurement gap created by a lack of reliable (ground-
truthed) test data for children and young people.  
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We have put together a proposal, submitted to DCMS and to the European Commission, to develop 
a Biometric Age Estimation Dataset (BAED), specifically for the purpose of testing biometric age 
estimation systems. 
 
This proposed project is a pre-requisite for the deployment of privacy-protecting technologies 
which use facial features, pinch gestures and hand veins to estimate age. The lack of biometric 
training data for machine learning/artificial intelligence has been a huge barrier to the 
development and certification of technological solutions to protect children online from harmful 
content, while protecting their privacy. 
 
There are no commercially available high quality structured biometric datasets with the 
appropriate consents in place, either for the development of age-estimation of a child population 
based on facial images, nor for the breakthrough use of other biometric features for any age 
group. 
 
Age-verification is currently used primarily to check only whether a user is an adult or not. The 
recent laws already mentioned have created a new market for estimating the age-range of 
children, so content can be more closely targeted, discriminating between a 6 year-old and a 16 
year-old, for example. 
 
Also, existing datasets are limited to facial images of adults.  
  

- These are generally held as proprietary datasets by incumbent providers of age-
estimation solutions.  

- These companies can grow their volume as they acquire new images of their customers 
who then also supply proof of age for any reason.  

- This creates a barrier to entry, as only those established platforms with the largest 
datasets will be able to deliver the highest levels of accuracy using AI techniques. 

 
The creation of completely new methods of age-estimation based on hand gestures or voice 
analysis, so far only suggested in theory, would be a significant breakthrough which this new data 
set enables.  
 

- Such solutions would be entirely new products but based on proven machine-learning 
techniques.  

- We not only hope to develop one or more of these accurate predictors of age ourselves, 
but are also enabling other researchers in other innovative companies to make use of the 
data to enter this market with their own edge technology. 

 
Extending the ability of multivariate biometric analysis to estimate the different age ranges of 
children is also a significant improvement on present technology which only aims to deliver a 
binary answer to the question of whether a user is or is not an adult. 
 
We would be pleased to speak with the Commissioner further about this potential project. 
 
Other measures of age assurance systems 
 
Vendors often refer to the measurement of ‘False Positives’ and ‘False Negatives’. These measures 
derive from broader biometric analysis, such as presentation attack detection (anti-spoofing) or 
electronic ID validation technologies (such as ‘selfie’ matching services). 
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The level of false positives and false negatives does have some practical application, but has to be 
applied to a tolerance level. The basis of AI is probabilistic – which means that you will always get 
some false positives or false negatives. In our view, the method of measurement described above 
– utilising mean absolute error, mean predicted age and standard deviation, is more informative 
on the efficacy of the age estimation system than false positive or false negative measures. 
 
Another way of approaching this is by exploring the ‘not less than’ or ‘not greater than’ or ‘likely 
to be between’ probabilities. 
 
An age estimation system may generate a result that the true age of the subject is probably ‘not 
less than’ x years – to a stated degree of confidence (usually a 95% confidence interval). This 
could be an effective measure for thresholds where a lower level of confidence may be acceptable. 
In the Children’s Code, for instance, there are circumstances where presentation of age-
appropriate privacy information to a user could be presented if they are ‘probably a pre-teen age 
group’. Arguably, the risk of presenting age-appropriate privacy information to a child that in 
reality falls slightly outside that age group is unfortunate, but not significant so as to adversely 
affect their freedoms or rights. Whereas, getting this wrong for a hard gateway, like the supply of 
alcohol or access to age-restricted content – has significantly more impact and the risk of criminal 
sanction. 
 
 
5. Please submit any evidence of specific data minimisation practices being applied to 
age estimation techniques. 
 
In our experience, the vast majority of age estimation providers have adopted a zero data 
approach. They do not keep the data or the images of data subjects and do not utilise them for 
broader purposes, thus providing purpose limitation to the specific task of age estimation. 
 
The collation and gathering of training and test data is more complex, as explained in our 
response to question 4 above where we refer to the Biometric Age Estimation Dataset project. We 
believe that a properly controlled and managed dataset is essential to gain confidence in the build, 
training, testing and analysis of these systems. 
 
There are, however, potentially very data intrusive age estimation techniques – such as social or 
crowd proofing mentioned in our response to question 1. As stated above, we have not yet seen 
evidence of these working and, as such, we have not reached a stage where assessment of their 
data privacy implications have been addressed, but from what we have seen, that could be a 
challenging obstacle to overcome to maintain UK GDPR compliance, particularly for third parties 
rather than the data controllers themselves.  Even where a platform uses the data it already 
controls to estimate age, it is extremely problematic for them to share those results with third 
parties for either the same purpose of age estimation, or other purposes such as targeting 
advertising. 
 
 
 

Emerging approaches to age assurance 
 
6. Please submit evidence of any novel and emerging approaches to age assurance. 
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We are constantly seeing new and emerging approaches to age estimation. In the last few weeks, 
we have certified our first age assurance systems for using open banking data (see Digital Identity 
Net) and for using the longevity of email addresses (see VerifyMyAge). 
 
In relation to the wider age assurance market, we see two main camps emerging: 
 

- Age Assurance providers that are anchored in identity – i.e. they seek to identify the 
individual first (by whatever means) and then derive from that the age attribute of the 
individual and share that with relying parties 

- Age Assurance providers that are anchored in answering only the age assurance question 
posed only – i.e. they have (or at least retain) no idea who the individual is and do not 
seek to identify them, but they do seek to state to the relying party whether or not they 
are over, under or between a stated age 

 
In both cases, there is a degree of confidence attached to each result. Traditionally, people have 
considered that age assurance anchored in identity commands greater levels of confidence, but 
we see that converging in the future. Digital identity and trust frameworks may alleviate concerns 
about false or compromised identities, but there is nothing actually to say that a non-identity 
based age estimation tool is any less accurate than someone uploading what is apparently a 
passport that happens to have been photoshopped.  
 
7. Please list details of any opportunities to develop systemic age assurance approaches. 
For example, device level or cross-application approaches. 
 
The question of interoperability is front and centre of current considerations. The EU Consent 
programme is currently piloting interoperable approaches to securing a portable, reusable age 
assurance token across multiple devices and platforms. 
 
There are also emerging international standards that can assist with this, including the recently 
published ISO/IEC 27551:2021 Information security, cybersecurity and privacy protection — 
Requirements for attribute-based unlinkable entity authentication or ISO/IEC 18013-5:2021 - 
Personal identification — ISO-compliant driving licence — Part 5: Mobile driving licence (mDL) 
application (which actually contains some really useful options for interoperability). 
 
It is also worth noting that the Proof of Age Standards Scheme have recently published PASS 
5:2021 – Requirements for Digital Presentation of Proof of Age. This new standard will need to 
now explore deployment interoperability with relying parties. That is a project that we 
understand will be led by the Age Verification Providers Association. 
 
 
8. Please detail any research you are aware of related to attitudes to age assurance 
amongst children and their parents or carers. 
 
Through the EU Consent Programme that we are involved in, there are a number of published 
research reports which consider the attitudes to age assurance amongst children and their 
parents or carers. These include: 
 

- Svetlana Smirnova, Sonia Livingstone and Mariya Stoilova - Understanding of user 
needs and problems: a rapid evidence review of age assurance and parental 
controls - London School of Economics and Political Science (LSE) – September 2021 

https://www.digiidnet.co.uk/
https://www.digiidnet.co.uk/
https://www.verifymyage.co.uk/
https://euconsent.eu/
https://euconsent.eu/
https://www.khub.net/group/expert-panel-age-restrictions/group-library/-/document_library/Sz8Ah1O1ukgg/view_file/544348029?_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_redirect=https%3A%2F%2Fwww.khub.net%3A443%2Fgroup%2Fexpert-panel-age-restrictions%2Fgroup-library%3Fp_p_id%3Dcom_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview
https://www.khub.net/group/expert-panel-age-restrictions/group-library/-/document_library/Sz8Ah1O1ukgg/view_file/544348029?_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_redirect=https%3A%2F%2Fwww.khub.net%3A443%2Fgroup%2Fexpert-panel-age-restrictions%2Fgroup-library%3Fp_p_id%3Dcom_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg%26p_p_lifecycle%3D0%26p_p_state%3Dnormal%26p_p_mode%3Dview
https://euconsent.eu/download/understanding-of-user-needs-and-problems-a-rapid-evidence-review-of-age-assurance-and-parental-controls/
https://euconsent.eu/download/understanding-of-user-needs-and-problems-a-rapid-evidence-review-of-age-assurance-and-parental-controls/
https://euconsent.eu/download/understanding-of-user-needs-and-problems-a-rapid-evidence-review-of-age-assurance-and-parental-controls/
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- Simone van der Hof, Sanne Ouburg - Methods for Obtaining Parental Consent and 
Maintaining Children Rights - Center for Law and Digital Technologies (eLaw) – 
September 2021 

- Cansu Caglar and Abhilash Nair - EU Member State Legal Framework for Age 
Assurance - Aston University – September 2021 

 
The EU Consent Programme is continuing to conduct research in this field, which will be 
published over the next few months at euCONSENT - Trust Services for Children in Europe. 
 
The International Standards Organisation has also published technical guidance on the 
deployment of artificial intelligence and biometrics involving the data of children: 
 

- ISO/IEC TR 30110:2015 (EN) - Information technology — Cross jurisdictional and 
societal aspects of implementation of biometric technologies — Biometrics and children 

 
We are also aware of some excellent research by the 5 Rights Foundation – which we are sure 
they will submit directly to you – but which is available at 5Rights Foundation. 
 
We also participated in a substantial joint research project called the Verification of Children 
Online (VoCO), which was led by the Home Office, Department for Digital, Culture, Media and 
Sport and Government Communications Headquarters (GCHQ). The Phase II Report on the VoCO 
Project set out approaches and considerations relating to age assurance. 
 
The Office for Product Safety and Standards, through its Expert Panel on Age Restrictions, has 
developed some draft guidance for law enforcement officers on providing advice about the 
implementation of age assurance systems. This draft guidance is currently subject to a wider 
review of the statutory guidance issued by the OPSS, which requires updating itself following the 
UK leaving the European Union. We expect that the final guidance will be issued in 2022, but 
nevertheless, we believe that the draft guidance will provide you with some useful issues to 
consider. These include: 
 

• Identifying different sales and supply channels, including face-to-face, online, home 
delivery, apps, loyalty programmes, etc. 

• Identifying the different precautions against age restricted sales that can be deployed by 
providers of age restricted goods, content or services 

• Methods of gaining age assurance, including using digital systems, monitoring, testing and 
due diligence 

 
The Home Office are currently operating a Regulatory Sandbox for the testing of age assurance 
systems in the context of the sale of alcohol. The Sandbox is reviewing technologies to improve 
or enhance compliance with the licensing objective to protect children from harm in the retail 
sale of alcohol products. We are acting as the independent evaluator for 80% of the trials that 
have been given the go ahead to proceed. We anticipate that this work will take place in the first 
half of 2022. 
 
 
9. How can the ICO support emerging approaches to age assurance that are built using 
data protection by design and default? 
 
As the ICO’s officially approved certification scheme for age assurance services, we believe that 
the ICO should continue to support independent testing and certification in the field of age 
assurance, as this will allow the regulator to guide the industry towards solutions which build-in 
data protection by design and default. 

https://euconsent.eu/download/methods-for-obtaining-parental-consent-and-maintaining-children-rights/
https://euconsent.eu/download/methods-for-obtaining-parental-consent-and-maintaining-children-rights/
https://euconsent.eu/download/methods-for-obtaining-parental-consent-and-maintaining-children-rights/
https://euconsent.eu/download/eu-member-state-legal-framework/
https://euconsent.eu/download/eu-member-state-legal-framework/
https://euconsent.eu/
https://www.iso.org/standard/53230.html
https://www.iso.org/standard/53230.html
https://5rightsfoundation.com/uploads/But_How_Do_They_Know_It_is_a_Child.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/934131/November_VoCO_report_V4__pdf.pdf
https://www.khub.net/group/expert-panel-age-restrictions/group-library/-/document_library/Sz8Ah1O1ukgg/view_file/453564955?_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_redirect=https%3A%2F%2Fwww.khub.net%3A443%2Fgroup%2Fexpert-panel-age-restrictions%2Fgroup-library%2F-%2Fdocument_library%2FSz8Ah1O1ukgg%3F_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_navigation%3Dhome%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_deltaFolder%3D%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_orderByCol%3DcreationDate%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_curFolder%3D%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_curEntry%3D2%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_orderByType%3Ddesc%26p_r_p_resetCur%3Dfalse%26_com_liferay_document_library_web_portlet_DLPortlet_INSTANCE_Sz8Ah1O1ukgg_deltaEntry%3D20
https://www.gov.uk/government/publications/age-verification-technology-in-alcohol-sales-regulatory-sandbox
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 The use of regulatory sandboxes have also proved useful for testing and deploying systems, 
although such sandboxes should also include for structured testing and certification and not just 
rely on the existence or fact of the sandbox as providing indications of conformity (almost 
acceptance by association with ICO). 
 
 
 
10. Please submit any evidence of how the feasibility and efficacy of age estimation 
approaches may improve over the next five years. 
 
In our view, they will only get better. In the last two years they have improved substantially. We 
think that in the next five years: 
 

1. Inherent Bias is likely to be largely eliminated. 
2. The algorithms will get increasingly accurate and probabilistic determinations will in due 

course also be more reliable. 
3. The current state of the art – being fit for deployment around a ‘challenge 25’ retail 

environment – is likely to further improve – possibly reaching ‘challenge 21’ or even 
better. 

4. If we progress the Biometric Age Estimation Dataset project, appropriate GDPR consented 
training and testing datasets will become available for use. 

5. The statistical analysis of age assurance performance and measurement will improve 
including through updating our and other standards. 

 

Economic considerations 
 
11. The ICO has a regulatory duty to consider economic impacts. 
 
We have restricted our response to this section on the economic impacts of testing and 
certification.  
 
Our approach to testing has been to base our assessments on the Evaluation Assurance Levels set 
out in ISO/IEC 15408-3:2008 - Information technology — Security techniques — Evaluation 
criteria for IT security — Part 3: Security assurance components. This is a broadly used approach 
for testing the assurance components for IT systems, across security, cryptography, biometrics 
and other IT mechanisms.  
 
The approach examines the ‘depth and breadth’ of testing applied to the age assurance 
components. This provides Evaluation Assurance Levels 1 – 7 (Note: we apologise for the use of 
‘evaluation’ and ‘assurance’ in a different context here, it is as set out in the ISO Standards – 
however, what we mean by this is the depth and breadth of testing applied). 
 

https://www.iso.org/standard/46413.html
https://www.iso.org/standard/46413.html
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Broadly, this testing runs from EAL1 – where an evaluator will spend approximately 2 audit days 
and provide around 30 presentations (attempts to use) of the age assurance component. That will 
provide a fair reflection of whether or not the age assurance component actually works, but it is 
insufficient to provide statistically valid analysis of the efficacy of the system.  
 
As you go up through the EAL2 – 7, the evaluators undertake a greater degree of testing and 
checking of the efficacy of the system. The magic number of statistical significance of results (on 
a 95% confidence interval) is 288 presentations, but if assessing individual protected 
characteristics (like gender or skin tone) that number is required for each. So an EAL 5 
assessment is likely to provide solid statistically significant results for all protected 
characteristics. EAL 5 typically requires 8 audit days and 3000 presentations. The scale of activity 
goes right up to EAL 7, with 15 audit days and 12000 presentations. 
 
By way of economic analysis for testing and certification, we would recommend that you assess 
the level of audit effort by reference to the number of audit person-days to complete the 
assessment activity. Different certification or conformity assessment bodies (if applying like-for-
like tests) should then take the same level of audit effort, but price their effort (and compete) on 
the basis of the day rate for that audit effort. 
 
Day rates, then vary, but typically in this market place, you can expect a day rate of something 
between £800 and £1200 per day.  
 
The economic impact of testing and certifying an age assurance component will therefore be 
something like: 
 

• £2,000 - £3,000 for EAL 1 level assessment – giving you an indication of whether or not 
the system actually works. 
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• £8,000 - £10,000 for EAL 5 level assessment – covering statistically significant testing, 
coverage of all protected characteristics and giving assurance that the system will work 
as intended in the majority of intended deployment scenarios. 

 
12. Please submit any evidence of how the economic impacts of age assurance 
approaches may change over the next five years. 
 
No response. 
 

Data protection risks 
 
13. Please submit any evidence of any data protection risks associated with the 
development and application of age assurance approaches. 
 
We have set out our views on this in our response to question 4. 
 
14. Please submit any evidence of ways to minimise any data protection risks associated 
with age assurance. 
 
We have set out our views on this in our response to question 5. 
 
15. Please list any particular areas where the application of data protection law (the UK 
GDPR and the DPA 2018) to age assurance needs clarifying. 
 
 
We would seek further clarification from ICO on the deployment of AI technology for the purposes 
of estimating age and whether or not the processing of special category data (Article 9) or 
automated decision making (Article 22) are engaged and what the practical consequences for 
providers being caught/not caught by those requirements would be.  
 
We believe that the ICO should consider ‘real world’ use cases and provide specific guidance. 
These are suggestions for scenarios that could be considered, but there are many more. We do 
not think that the Age Assurance Opinion provided by the ICO is sufficiently precise to address all 
of these scenarios. 
 
SCENARIO A – A service provider operates a system for use on tablets or smart phones whereby 
it displays simplified data privacy information when it assesses that the user is likely to be a child. 
In the user experience, AI assesses the hand geometry (size of hand span or pinch gesture) of the 
user and then the system displays information tailored (broadly) for children or for adults. This 
is theoretically possible to do in age brackets, as set out in the Age Appropriate Design Code. 
 
SCENARIO B – A website operates a user log in system to access a chat room/social media service 
specifically designed for use by children. In that system, a logged in user can use the chat room to 
communicate with other children. As a part of the security and safety measures, the chat room 
deploys an algorithm that is seeking to identify contra-indicators for users based on cognitive 
ability of the user – i.e. it is attempting to spot if an adult is in the chat room pretending to be a 
child. If the system detects that a user may not be a child, it automatically, temporarily, restricts 
their ability to post to the chat room until secondary age verification can take place.  
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SCENARIO C – A standalone (not connected to internet) mini camera facing customers is 
positioned at the side of a till in a convenience store and continuously operates without user 
activation. On the till operator side, there is a small screen with a silhouette of the image seen by 
the camera and a ‘Red Cross’ – indicating ‘likely to be under 18’; an ‘Amber Triangle’ – indicating 
‘likely to be between 18 and 25’; and a ‘Green Tick’ – indicating ‘likely to be over 25’. This tool is 
used to prompt to the till operator (assistive AI) but the decision on whether or not to rely on it 
is still taken by the till operator. The system doesn’t store any data at all. 
 
SCENARIO D – A electronic point of sale system in a self-checkout area has an integrated web 
camera. At the triggering of an age assurance process (for instance by scanning an age restricted 
item like alcohol), the e-POS system prompts to the customer if they would like to select ‘age 
estimation’ or ‘request assistance’ as a means of providing age assurance – thus providing an 
option for the integrated AI to use an image captured by the web camera to carry out an age 
assessment and determine if it thinks the customer is over 25 and, if not, or if the customer selects 
‘request assistance’, the system defaults to human age assurance processes. If the customer is 
assessed as over 25, the system permits the sale to proceed through self-checkout without a 
decision by the staff member. The system stores transaction data, but no personal data of the 
individual (such as biometric face template). However, it would be possible to reverse engineer 
the identity of the individual by augmenting the transaction data with (say) the payment or store 
loyalty card information). 
 
SCENARIO E – An app contains the ability to register for an account to buy shopping instore and 
to create a biometric account access tool (such as fingerprint on the phone), but in addition to 
that, the ability to re-verify through a selfie that not only is the app being used by a recognised 
customer, but that customer is continuously assessed (each time they use the app) as being over 
18. In the event that the app, on one occasion, determines that the user may not be over 18, it will 
identify a potential ‘contra indicator’ to previously enrolled data and prompt to secondary system 
reverification (either by a store colleague or by some other e-ID process which we don’t need to 
go into for the sake of this scenario). 
 
SCENARIO F – A delivery driver carries a mobile device that has all of the customer’s delivery 
address details, name and previously age verified status of the purchaser of the goods, but a 
requirement (for an age- restricted item) that age assurance takes place at the point of delivery 
(We should note that this will be a statutory requirement when the Offensive Weapons Act comes 
into force, likely to be later this year). An inbuilt camera on the device can be used to take a picture 
of the customer and this is used by an age estimation tool to prompt to the delivery driver that 
they need to ask for an ID document (i.e. the age estimation tool has assessed that the person on 
the doorstep is likely to be under 25 and should, therefore, be challenged for ID by the driver). A 
failure to provide ID would result in a failed delivery. 
 

 

Areas for further ICO engagement 
 
 
16. Please list any additional ICO support that you feel would be beneficial in ensuring 
organisations conform with the Children’s code age-appropriate application standard. 
 
No response. 
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17. Please list any initiatives to develop age assurance industry standards and 
innovation that the ICO could beneficially support. 
 
The Biometric Age Estimation Dataset project highlighted above. 
Improvements to ACCS 1:2020 – Technical Requirements for Age Estimation Technologies 
 
We are also planning to develop the following standards, but have not yet started work on these. 
ICO input to that (and support) would be most welcome: 
 

- ACCS 5 – Technical Requirements for Age Check System Penetration Testing and 
Vulnerability Scans 

- ACCS 6 – Technical Requirements for Parental Consent or Social Proofing for Age Gateway 
Technologies 

 
There are many more that we could be developing. 
 
 

Other 
 
18. As outlined in our privacy statement, we may publish the responses received from 
organisations or a summary of the responses. We will not publish responses from 
individuals. 
 
We are responding to this as an organisation and we are content for ICO to publish our response, 
subject to attributing them to us and linking them to our website at www.accscheme.com. 
 
The ICO is planning to hold further engagements, such as roundtables, as part of this call for 
evidence. 
 
19. Would you like to participate in future roundtables? 
 
Yes, and indeed we have done already. 
 
 
I trust that this forms useful evidence for your review. We have substantial additional materials, 
knowledge and insight into this sector, which we would be very happy to share with you and your 
colleagues. Indeed there are opportunities for this coming up with planned engagement meetings 
early in 2022. 
 
Please do get in touch if you require any further information or clarification of the contents of our 
response. 
 
 
Yours sincerely,  
 

 
 
Tony Allen 

http://www.accscheme.com/
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